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1. 7EZR S R EE K

X AHIER IS, B ML 2mEARLs 2
— I R AP SL i, BERETR T T EE MR, tLRE N
IR AT SRR AR AT, Mgl
PRV AR A SIER B AT E; A
CRA. NIS2 FFHTEHIHIH G, M2 4T NATIE
TIUAE A5 Sy 5 P T
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EEM AL RBH; T TS T
P AR

NIS2: MBSEERALZLIES
MR R4 NIS2 EHUCHAT & NIS1. NIST =27

mAETR. . BEIT. Rl KBTI BAIAL
TR S OGS ) W 45 e A R

NIS2 Nt — 4 K TiE B, #Hrig AL 7
BERS AR BTSNl ExmSE

NIS2 entered into
force

The Council of
the European
Union approved
NIS2

21-month

B 1: WL NIS2 156 LS IA T THI A HE 6] rt

1”
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Deadline for member
states to transpose
NIS2 into national law

KALPATRA S SRR Al 6 s BB PR AR 55
R K XA IATEGRITT, PLARTR A

FHSRAT Ml 1 K B 20 200 R BIUIE 24 Y ) 45
2 MR BRI, TRl R e iR I R
FEEY R

DRk G RS AE 2024 42 10 A 17 HETE NIS2
A N E N AT 19 k5 E AR REAZ B SE ik,
WA 2 B R 8 TARAREF -

FUEAFAETE ST, NIS2 A5 % BR S 3958 A Ak £ 2 47
A SR A 5 CRA FI RED 2% 20 4> R R [A]
NIS2 H Fidt = 7] FH T4 & 7760 B Pl s
LB STEESR 25 i 51 B AT

Member states must
report essential and
important entities

EU opens infringement
procedures against 23
member states

6-month




The Council of the
European Union
adopted the European

LET W& Z4T71H, HEH 150 27001 Kk BIAF
B NIS2o IZFRMERT IT RGN MY HEL 4
mAE, HXHEER AR (oT) HYIE HMHH 5.
1E OT 4Wid, W% % IEC 62443 R B bR EHAE
HHEH0 o

R il 8 T S AL A T R B NIS2 &)
W, B2 a5 HTT RN & P 2 H A SR W sk
oM. XUEEFESRZET 1EC 62443 R A FRitE.

(MKZRIEER) | BNTmBIEN ZHER
2ER

Wi «MIZgiiEykZey  (CRA) NPT A TERIMNES
B BT TOAE I 72 i RS T SR ) R 4 4 4
B3R o

ZIEEX RIRFE A LR T, BOREAL ™
aEEA R RN (270 5 4F) LRt vt
T B R B BB SCFF o

H 2026 49 A, ®&EwR M3 s 2 s
FHW ] N 7 B 24 =R %2 2027 4F 12 H 11

Early CRA vulnerability
and incident reporting
obligations apply

CRA entered into
force

10 Oct 10 Dec
2024 2024
1
1

11 Sep

21-month 1

|
Cyber Resilience Act 1
(CRA) I

36-month transition period

[ 2: MIZETEIELSE (CRA) KA ] mT
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HIMns
17

H, e sl oM, e SR 3os. 5
JEAFEPEPEALG AR AR L EHF . (SBOM) o

CRA IR b FS R BT 7028, AN A%
PRI RFEPE PR T 30 IZEEA B “HAS
A, RIERE FE A=/ = ah, RIGERT A 58
JET IR B, 0T ST

Wi W 25 By & EBRDE AR, DABH S R
HARE Y, XA crRA &R RTHE. &
HER, CRA WhBFRETT LA RED W 4% 22 4 15 1
BRI R B o

SR 2025 4R, IXEEARMEMARIES, %4
W B A RIS R ok T ANIENE -

Full CRA regulation

Harmonized standards
published

CRA applies for
applies wireless products
with notified body



RED 5% MaLTE&FmIINBZEE

oLk LIRSS (RED) SRR T,
e R T (5 1 S T ML 1
%4 T BRI TR

2021 4,  «<BUAML (EU) 2022/30» TEAARL,
TG T RED 154 HH AL W 24 2 4 B8R

ZESRIE T IrA v A BB T

JFH 2025 4F 8 J] 1 HEgsmilthiT. TollALZik
KB BN 1 RED 282 2Bk, (B4
R T TCIERETIRE, WML RS
Toll BN, 53 TR S R i SR H
B RETF LU T ICRRCE, WZ IR & il RETE AR

European Commission
activated RED articles 3.3

Directive published (d), (e) and (f)

Apr

2024

European Commission
published delegated
regulation 2022/30/EU,
enforcing compliance to RED
articles 3.3 (d), (e) and (f)

16 FHT RED M&% 20 HoK o

Hil s A R SR T I REI = i (IS H
H Wi-Fiv 15 F alibss Mg e Tl g) B
FANEL R S, DARIP D AR B
IEARAZAT R], AR W 25 31

T L) BEMEINS, XEWE IR
BRI 5 48 75 TN BB IR 4 42 4 D) E LAY /2 RED
ERNE. BRI, ISR E i 2%
Wk, JCHARAES Z= RG] M 5E HL 1Y

BT

RED articles 3.3 (d),
Full CRA regulation (e) and (f) are

applies mandatory

1 Aug
2025

Standards published Standards harmonized,
but with restrictions

42-month transition period
(extended by 12 months in July 2023)

K 3: TLHILATIES (RED) 2542 BER AT ]
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2. TR/

IEC 62443 TABEMNE ——MEBS5RALSE

IEC 62443 R AbRifE FFEMR B s f192 6] 240
HIIEEROR (OT) Ze4ln)l, FEx 5 E T
{5 B &R R (T BaliEE) #Y 1S 27001

PRAEFE AT 7T o

General basics

Operator & service

provider

Requirements for
automation systems

Requirements for
automation components

[ 4: TR LRS
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AR N TRUZ Sl e 21 i = A Ry 42
JTE G4 R, R Bl 3R ol 2 i) R GER) 58
BT AT

( (
Terminology, concepts, Terminology, concepts, Terminology, concepts, Terminology, concepts,
and models and models and models and models
S J 7 J
62443-1-1 62443-1-2 62443-1-3 62443-1-4
( ( R
Security program - Security program Implementation
requirements for IACS IACosecuritylprogtam IACS patch requirements for IACS guidance for IACS
asset owner fauge management service providers asset owners
J J J
62443-2-1 62443-2-2 62443-2-3 62443-2-4 62443-2-4
Technologies for Risk assessments for Systgm security
IACS system design requlrements and
security levels
J J
62443-3-1 62443-3-2 62443-3-3
pmm - —-—— .
Product security Technical security 1 Application to 1
development lifecycle requirements for IACS 1 Industrial Internet of I
requirements components 1 Things (110T) 1
S J LR ’

62443-4-1

62443-4-2

T, IEC 62443 R I FRifEHIZEF

62443-4-3 (Draft)




No specific requirements or security protection necessary

Protection against casual or coincidental violation

Protection against intentional violation using simple means with
low resources, generic skills, and low motivation

Protection against intentional violation using sophisticated means
with moderate resources, IACS-specific skills & moderate motivation

Protection against intentional violation using sophisticated means
with extended resources, IACS-specific skills, and high motivation

/& 5: IEC 62443 PRl SLO F SL 4 44552k

REEXT M0 RE 4 FHENRLEFR, H
0 FAMBEFER,

ZATER BB T IR A EEMESHINER
2K, WEIEAXIMERRSIRIMKEE:

- JEBATFE NIS2 SEMEK;
- AR ATBTERIENMNELER;

© EEFPHNRFRIREAFELNNELZEEET.
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NIST FIPS 5455t k%

% [E 7 55 N 8 A AR e S BRI 5T B
(NIST) K AT T —LEHI B B AL FRARIE (FIPS)
DA AR 22 KT W 282 A W el HH P o

FIPS X W] &% 2 4 B O 4 7 T I3EAT T FRitiql, 41
.

o EHMEANE (AES) : JF44 Rijndael, LT
BT LF- A 28 AR 55 2 TR 22 850 18 A5
s TR

o ARMTTEY: (SHA) . — RHIIIEHEIE T AL

o HEMA L ARRAA A KSEER
e IBC A 48 FIPS IAIERY R TREA: AR
G e

1 1) R A S W 2 e A MR FE R, Bl
NIST 45 51 H B4 800-63B R AL T ¢ T 25 5 1Y
Ao

FIPS FHRE I H i A2 55 ] K 22 B FR AL AL 1Y ok
H R K, RN AR BRI LA 2 b2
Mo IEC 62443 I EN 18031 fE ) M W 2% 40 4> i
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UL 2900 M&ZER= mI MBI L einE

UL 2900 A& ZR AT W L5145 77 I R 454 4 1)

PRI, HA bRt B3 [ E R bRl 4
(ANSI) 40N E ZFriE. ANSI/UL 2900-1 5

WA SR AT AR Ty

[ EEK o

%8150 BT IEH T AT m R R AR o

55 2 Fhar s AR E 7 2 B ELAR A

e ANSI/UL 2900-2-1: %X R&8 Rz 7= e
K

e UL2900-2-2: 4FxfToldsdl 24 (HETHA

/N

0,03

SN

Organization
controls

People
controls

37 CONTROLS 8 CONTROLS

* Policies e Terms & conditions of
* Roles & responsibilities employment

* Access rights e Security training

¢ Information labeling e Remote working

e Disciplinary process

A 6: ISO/IEC 27000 FifE 15 B 445 FEK R B9 #2557

1”
HIMns
17

W ANSI R4H)

e UL2900-2-3: #IAM & SEmUe(FsRE
( H AT A ANSIRZ) o

EEEHANBEEEEE (FDA) EIAAEH
ANSI/UL 2900-1 £ ANSI/UL 2900-2-1 /E MIERASF
G BUF R — gz,

ISO/IEC 27000 EEZLEBMER (ISMS)

ISO/IEC 27000 ARSI FRIERLE T 175 B % 44 FAK
RESR, ©¥ s B LM Hxm, iR
BT HSUE R A SR PR R AR
i o

C

Physical
controls

Technological
controls

14 CONTROLS 34 CONTROLS

Physical security e User endpoint devices
perimeters ¢ Configuration
Physical entry management

Cabling security e Data masking
Equipment maintenance e Data leakage prevention

12




SO 27000 family of standards Normative

Informative

Terminology ISO 27000

ISO 27001 ISO 27006 ISO 27009 I1SO 07701

r
ISO 27002 [ ISO 27003 J [ ISO 27004 J [ I1SO 27005 J | I1SO 27007 I
J
-
ISO 27013 [ ISO 27014 J [ ISO 07021 J [ TR 27008 J [ TR 27016 J
J

Sector specific [ ISO 27010 J [ ISO 27011 J [ I1SO 27017 J [ I1SO 27018 J [ I1SO 27019 J

[ 7: ISO/IEC 27000 FRiFEIREIE 20 RITPRIE, XLEFRIERE A i MRS ERATE TEER, BHPFETT AT
B % 7 R
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A=A 11, DA/ B E S Fr iR I e 25
o BUFEHEH

. BPHRIER

Direct regulation

Government
regulations End users & integrators

Device manufacturers
& machine builders

Direct regulation = Purchasing requirements

FIPS

27001 A A 2900

IEC EN
62443 18031

I 8 [T [A] 15 7 HEE BT ) Lt S TR Y P25 e BRI
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TARIEE, FEXT LT R SLEA TS IE %
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R 28 12 1

X O B SEHLRES 70 B W 45 2 PP
L 1A M 28 2 bR A TR

PR « 285k 2y (CRA) ©T 2024 4EJiE
ARAFHEME , (5 B F 252 0 B R AR 9 3 A 5E B
FE o JXZG TR BN B AR BT A 7 AR S T ALY
IS BT ok T AN E M o

FESR I EORITTA, ANHE M K. AN 235 ]
FURHAE JCRE R NIS2 S 5 AT 532 el i R 5 4
AT, LR 20K THUR SR B AL 0 BAR B SR 5%
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o

Less demanding protection

Application host processor mechanisms and few

Host interface

Industrial network
interface

Cyclic and acyclic data

HTTPS, OPC-UA, MQTT, and other IT

First line of defense
against cyber attacks

Cyclic and acyclic data

HTTPS, OPC-UA, MQTT, and other IT

B 9: BA ik s 2 0 Al (E R 25 el 9 45— 18 B e
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exploitable vulnerabilities to fix



LA CRA A, HAE 2027 5 12 Ha TN %
BVEEHET i, W R — K H B BRI B

Establish CRA product category

Determine intended use

Perform risk assessment

Is a pre-certified network interface used?

T Firon, R FOAIE W 45 42 1 Al LUARS Bl i) i
TR 2 22 T CRA FIT 25K AT 55

Limit attack surfaces

Implement secure storage

Secure by default configuration

Fix exploitable vulnerabilities

Implement secure access control

Implement secure communications

Automated secure FW upgrade

Protect against DoS attacks

Update host application according to
risk assessment

Update user manual with intended use
and security information

Gather relevant documentation &
write declaration of conformance

K 10: MIZEHIEEZE (CRA) AL TAFRFERATS (FREHITAUEPIZE 8 LT HI %Y
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